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Abstract
Objective.Machine learning (ML) models are increasingly used to generate electrical stimulation
patterns in neuroprosthetic devices such as visual prostheses. While these models promise precise
and personalized control, they also introduce new safety risks when model outputs are delivered
directly to neural tissue. We propose a systematic, quantitative approach to detect and characterize
unsafe stimulation patterns in ML-driven neurostimulation systems. Approach.We adapt an auto-
mated software testing technique known as coverage-guided fuzzing to the domain of neural stim-
ulation. Here, fuzzing performs stress testing by perturbing model inputs and tracking whether
resulting stimulation violates biophysical limits on charge density, instantaneous current, or elec-
trode co-activation. The framework treats encoders as black boxes and steers exploration with cov-
erage metrics that quantify how broadly test cases span the space of possible outputs and violation
types.Main results. Applied to deep stimulus encoders for the retina and cortex, the method sys-
tematically reveals diverse stimulation regimes that exceed established safety limits. Two violation-
output coverage metrics identify the highest number and diversity of unsafe outputs, enabling
interpretable comparisons across architectures and training strategies. Significance. Violation-
focused fuzzing reframes safety assessment as an empirical, reproducible process. By transforming
safety from a training heuristic into a measurable property of the deployed model, it establishes a
foundation for evidence-based benchmarking, regulatory readiness, and ethical assurance in next-
generation neural interfaces.

1. Introduction

Machine learning (ML) is rapidly transforming
neuroengineering by enabling adaptive encoding
and decoding of neural activity in systems that
restore or augment human function. In visual pros-
theses (Fernandez 2018, Ayton et al 2020), deep
neural networks have been proposed to translate
camera images into electrical stimulation patterns
delivered to the retina or cortex (de Ruyter van
Steveninck et al 2022, Granley et al 2022a, 2023,
Moure et al 2025). These networks implement the
inverse of a forward model (Chen et al 2009, Beyeler
et al 2019, Granley and Beyeler 2021, Granley et al
2022b, van der Grinten et al 2024), which maps elec-
trical stimulation to predicted neural or perceptual

responses. Inverting this mapping yields a stimulus
encoder that transforms a desired percept (or its
visual proxy) into the per-electrode stimulation pat-
terns expected to elicit it. Learned stimulus encoders
are now being explored in early-stage clinical evalu-
ations (Moure et al 2025) and are central to designs
for next-generation prosthetic vision systems (Beyeler
and Sanchez-Garcia 2022, Grani et al 2022, 2025).
Because they would prescribe electrical stimuli in real
time, their outputs must adhere to established lim-
its on charge density, instantaneous current, and act-
ive electrode count (Park and Han 2018). Ensuring
adherence to these constraints is therefore a pre-
requisite for clinical translation.

However, the safety of stimulus encoder systems
remains critically understudied. Typically, firmware
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Figure 1. Overview of our framework for discovering safety violations in ML-driven neurostimulation. Top: Visual prostheses use
deep nets to convert camera input into electrical stimuli applied to the brain. Outputs must satisfy neurobiological constraints;
violations may occur even under normal input. Bottom: Our coverage-guided fuzzer mutates inputs to explore model behavior,
using coverage and violation checks to uncover diverse unsafe outputs. The resulting violations enable quantitative safety evalu-
ation and model comparison.

or hardware safeguards built into the clinical system
are relied upon to clip, rescale, or drop unsafe stim-
uli (Second Sight 2013). While this prevents immedi-
ate harm to the user, it obscures whether the under-
lying encoder performed safely, and prevents iterat-
ive refinement to improve model safety while main-
taining performance. The limited existing work in
this area has aimed to reduce violations by penaliz-
ing unsafe stimuli during training (Küçükoğlu et al
2025), but there remains a lack of tools that clinicians
and researchers can use to systematically validate that
model-generated stimuli adhere to safety constraints.

Here we introduce an automated stress-testing
framework for evaluating the safety of ML-driven
neurostimulation. The approach adapts coverage-
guided fuzzing (CGF) (Chen et al 2018) to probe
encoders for unsafe output regimes. In this set-
ting, fuzzing perturbs input images while monitoring
whether the resulting stimulation exceeds predefined
limits on charge density, instantaneous current, or
the number of active electrodes. Exploration is dir-
ected by coverage signals that quantify how broadly
the perturbations probe the encoder’s output space
and its proximity to safety boundaries, enabling the
systematic discovery of rare but clinically meaningful
failure modes. CGF, in brief, tracks which perturbed
inputs cause new behavior and emphasizes those for
further mutation, pushing exploration of new beha-
viors of the model. Figure 1 shows an overview of our
CGF framework applied to anML-driven neurostim-
ulation encoder.

To guide this process, we introduce two com-
plementary output-space coverage metrics. The
first, Violation-Output K-Multisection Violation
Proportion (VO-KMVP), prioritizes tests that push
stimulation parameters toward their physiological
limits, revealing the inputs that provoke the most
severe violations. The second, Violation-Output
K-Multisection Output Coverage (VO-KMOC),
measures how broadly the test exercises the range

of possible stimulation patterns across electrodes,
emphasizing the diversity of violation types and spa-
tial distributions. Together, these metrics character-
ize both the frequency and the breadth of unsafe
behaviors.

We demonstrate this framework on state-of-the-
art stimulus encoders for retinal and cortical pros-
theses (Granley et al 2023, van der Grinten et al 2024),
whichwere trained to optimize perceptual fidelity but
not explicitly constrained for safety. The stress test
uncovers over-limit stimulation patterns that conven-
tional testing does not effectively discover, offering
quantitative insights that can guide model selection,
retraining, and firmware policy.We then demonstrate
how CGF can be used in conjunction with perform-
ance metrics to evaluate the safety improvements
from different regularization strategies (Küçükoğlu
et al 2025), showing its value as a tool to informmodel
selection and refinement.

Although our experiments focus on artificial vis-
ion, the same principles apply to any neural inter-
face where an ML model prescribes electrical stimu-
lation under biophysical constraints, including next-
generation deep brain, spinal, and vagus nerve stim-
ulators (Shenoy and Carmena 2014, Okorokova et al
2018, Rao 2019, Drakopoulos and Verhulst 2023). By
framing safety evaluation as output-level verification
and validation, coverage-guided stress testing offers
a generalizable foundation for developing safer and
more trustworthy ML-based neurotechnologies.

2. Methods

Our goal is to systematically test whether a trained
stimulus encoder ever produces stimulation para-
meters that exceed established biophysical limits. To
do so, we adapt a software testing strategy called
CGF (Chen et al 2018) to the domain of neurostim-
ulation. In conventional software testing, fuzzing
automatically perturbs program inputs to uncover
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rare failure modes; here, it perturbs sensory inputs
(e.g., images) to expose conditions under which an
ML encoder produces unsafe stimulation. This allows
the model to be evaluated in a black-box fashion
(i.e. no internal weights or gradients are needed) and
complements the usual forward simulations or loss-
based analyses used in model development.

We focus on regression models that map sens-
ory input x ∈ Rd (where d indicates the number of
dimensions in the input) to a vector of stimula-
tion parameters y=M(x). In a neurostimulation sys-
tem with |I| electrodes, the model output can be

expressed as y= {fi,pi,ai}|I|i=1, where fi denotes pulse
frequency, pi the pulse duration, and ai the amplitude
of a biphasic square-wave pulse train delivered by
electrode i. Safety is characterized by a set of inequal-
ity constraints {Vk(y)⩽ 0}Kk=1, each corresponding
to a physiological limit (e.g., maximum charge dens-
ity, instantaneous current, or co-activation area). An
input x constitutes a violation input if its output viol-
ates at least one constraint.

Formally, we aim to discover a large and diverse
set of inputs

V = {x | ∃k : Vk (M(x))> 0} , (1)

subject to the domain-specific constraints Vk(·)⩽ 0.
Each Vk may apply globally (e.g. total current across
all electrodes) or locally (e.g. per-electrode charge
density), as detailed in section 2.1.

Because a single violation type can dominate the
search, we guide exploration using coverage metrics
that favor both the discovery of new violations and the
diversification of test cases (section 2.3). This balance
ensures that the framework not only maximizes the
number of unsafe cases found but also explores the
search space, providing actionable insight for model
redesign or retraining.

2.1. Safety constraints for electrode-based
neurostimulation
Electrical stimulation delivered through implanted
electrodes must obey strict biophysical limits to pre-
vent tissue damage and patient discomfort. Typical
devices control three parameters per electrode
(i.e. the pulse frequency fi, duration pi, and amp-
litude ai of charge-balanced biphasic pulse trains),
and safe operation requires that each combination
remain within established physiological and device-
specific bounds. Our framework treats these limits
as formal constraints on the outputs of a model and
identifies any violation of them as a potential safety
risk.

We categorize violations into two broad types.
Aggregate violations occur when a property of the
stimulation pattern as a whole exceeds a system-
wide limit, such as total instantaneous current across
all electrodes. Electrode-wise violations occur when

a single channel violates a local constraint, such as
charge density or pulse timing. Formally, we express
these as inequalities over the model’s output vector y:
a configuration is safe when all constraints Vk(y)⩽ 0
are satisfied and unsafe when at least one Vk(y)> 0.

Within this schema, we define four clinically
motivated safety constraints representative of real ret-
inal and cortical prostheses:

• Physically impossible stimulus: Each biphasic pulse
must fit within its temporal period defined by its
frequency fi (Hz). When the pulse duration pi (ms)
becomes too long to complete a full cycle, the pulse
is physically infeasible:

VPI = 2pi −
1000

fi
. (2)

• Charge density limit:To avoid electrochemical dam-
age at the electrode-tissue interface, the delivered
charge per electrode must remain below a device-
specific limit. For epiretinal implants such as the
Argus II, this limit is specified in the surgical
manual (Second Sight 2013) as a per-electrode
maximum charge (derived from the FDA charge-
density threshold and the device’s electrode geo-
metry). Accordingly, we treat the product of pulse
duration pi and amplitude ai as a per-electrode
charge quantity that must not exceed the published
limit ϵ1:

VCD = pi ai − ϵ1, (3)

where a positive value indicates a violation.
• Instantaneous current limit:The total instantaneous
current across all electrodes I must stay below a
device-level ceiling ϵ2 (µA), ensuring hardware sta-
bility and avoiding unintended current spread:

VIC =

|I|∑
i=1

ai − ϵ2. (4)

• Active electrode limit: The number of simultan-
eously active electrodes must remain below ϵ3 to
minimize crosstalk and power consumption (here
[·] denotes the Iverson bracket, equal to 1 if the con-
dition inside is true and 0 otherwise):

VAE =

|I|∑
i=1

[ai > 0]− ϵ3. (5)

In all cases here, a positive value (V > 0) denotes a
violation. The specific values used for ϵ1, ϵ2, and ϵ3
were derived separately for retinal and cortical pros-
theses using published literature and FDA specifica-
tions in conjunction with consultation with clinical
experts (Second Sight 2013, Fernández andNormann
2016, Fernandez 2018, Chen et al 2020, Fernández
et al 2021, U.S. Food and Drug Administration n.d.).
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Algorithm 1. Fuzz(S, P)

▷Performs fuzzing on the model to detect safety violations.
▷Calls function PREPROCESS() which computes expected ranges for nodes or output values if required by
the coverage metric, function COV() which returns the model coverage as a value between 0 and 1, and function
TESTMUTANTS() which is described in Algorithm 2.

Input: S: seed set and P: optional set of input data for pre-processing.
Output: V : set of violating inputs.

1: (P) ▷Computed values are stored globally
2: C← COV(S)
3: V ← ∅
4: numberOfTests← |S|
5: while numberOfTests< testLimit do
6: (S,V,C)← TESTMUTANTS(S,V,C,m) ▷Generates and testsmmutants, Algorithm 2
7: numberOfTests← numberOfTests+m
8: end while
9: return V

Although these expressions are taken from visual
prosthesis designs, the same formulation applies to
any electrode-based neurotechnology (e.g., cochlear,
spinal, deep brain, or vagus nerve stimulators) where
continuous control of amplitude, frequency, and
pulse width must remain within safe biophysical lim-
its (McCreery et al 1990, Shannon 1992, Grill and
Mortimer 1995, Cameron 2004). Defining safety dir-
ectly in terms of model outputs allows our frame-
work to evaluate encoder models in a black-box
manner, independent of input type or behavioral
context.

2.2. Coverage-Guided Fuzzing (CGF)
In traditional software testing, fuzzing repeatedly
perturbs program inputs to uncover rare failures
such as crashes. Here, CGF serves as an automated
stress test: the algorithm perturbs sensory inputs
(e.g. camera images), observes the resulting stimula-
tion patterns, and records any cases that violate the
safety constraints defined in section 2.1. This process
requires no access to model internals, making it well-
suited for validation of proprietary or closed-source
encoders.

A coverage function Cov(T)∈ [0,1] quantifies
how much of the model’s behavioral space has been
explored by a set of test inputs T. Coverage can be
based on different signals (e.g. internal activations,
output statistics, violation distributions; detailed in
section 2.3), but the goal is the same: higher cov-
erage means a broader sampling of possible model
behavior. The fuzzer begins with a seed set S of ini-
tial test images which are iteratively mutated to pro-
duce new tests. A new test input x ′ is added to S
only if it increases coverage, that is, when Cov(S∪
{x ′})> Cov(S). In this way, the algorithm automat-
ically steers exploration toward novel and potentially
unsafe regions of model behavior.

2.2.1. Fuzzing strategy
The high-level procedure is summarized in
algorithm 1. Before fuzzing, an optional prepro-
cessing step estimates the expected range of input
or output values, if required by the coverage metric.
The algorithm then enters an iterative loop: it selects
seed images, applies random perturbations (‘muta-
tions’), evaluates the resulting model outputs, and
updates both the coverage and the list of discovered
violations as necessary.

2.2.2. Mutation strategy
Each new test input is generated by applying a ran-
dom image-level transformation to a seed example,
following image transformations from and pro-
cedures similar to DeepHunter (Xie et al 2019).
Transformations include translation, rotation, scal-
ing, shearing, brightness or contrast adjustment,
blurring, additive noise, and pixel-level perturbation.
At each iteration, the algorithm:

1. selects a seed x∈S for mutation, weighted by
how often it has previously led to new violations
(equation (6)),

2. applies a random transformation to create x ′ and
obtain y ′=M(x ′),

3. checks whether y ′ violates any safety constraint
Vk(y ′) and, if so, records x ′ in V ,

4. evaluates whether x ′ increases coverage; if yes, it
is added to the seed set S for further exploration.

This procedure, summarized in algorithm 2,
repeats for a fixed number of mutations per seed
(m=10 in our experiments), progressively building
a diverse collection of unsafe examples while explor-
ing the available search space. We choose m as 10 to
allow for reasonable exploration of each chosen seed
without overwhelming the seed set with mutations of
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Algorithm 2. TestMutants(S, V , C,m)

▷Generatesmmutant images from seed s, checks violations, and adds each one to the seed set if coverage is
increased.
▷Calls function CHOOSE() which chooses a seed as described in equation (6), function MUTATE() which chooses
a mutation at random, applies it, and returns the new image, function COV() which returns the model coverage
as a proportion between 0 and 1, and function VIOLATES() which returns a boolean indicating whether or not a
test produces a violation.

Input: S: seed set and V : set of violating inputs found. C: current proportion of coverage using existing tests in
S.m: number of mutants to generate.
Output: S: new seed set (may be unchanged), V : new list of violations (may be unchanged), and C: current
proportion of coverage using existing tests in S.

1: s← CHOOSE(S) ▷s is chosen from S
2: for 1 tom do
3: x ′←MUTATE(s)
4: if COV(S∪ x ′)> C then
5: S← S∪ x ′
6: C← COV(S)
7: end if
8: if VIOLATES(x ′) then
9: V ← V ∪ x ′
10: end if
11: end for
12: return (S,V,C)

one seed early in testing. The following equation con-
trols how seeds are weighted for selection at each iter-
ation of the algorithm:

P(s) =

{
1− g(s)/γ, if g(s)> 1− pminγ,

pmin, otherwise,
(6)

where P(s) is the probability of selecting seed s, g(s)
counts its prior selections, γ scales sampling fre-
quency, and pmin prevents any seed from being per-
manently ignored. This equation is adapted from
DeepHunter (Xie et al 2019).

2.3. Coverage metrics
Effective CGF requires a feedback signal that reflects
how much of a model’s behavior has been explored.
This feedback is called coverage. In conventional soft-
ware testing, coverage often counts which lines of
code were executed by a test set. For neural networks,
prior work has used neuron activations as a stand-in
for lines of code (Pei et al 2017, Ma et al 2018), but
such internal signals often fail to correlate withmean-
ingful conclusions about model outputs (Li et al 2019,
Dong et al 2020, Yang et al 2022, Huang et al 2024).

In the context of neural stimulation, a good cov-
erage metric should encourage the fuzzer to generate
new tests that reveal distinct and physiologically relev-
ant stimulation patterns—those that either approach
the boundaries of safe operation or differ meaning-
fully in their output configuration. Without such a
signal, the fuzzer would produce redundant test cases
or fail to uncover rare unsafe conditions.

To systematically investigate which coverage
strategies best uncover safety violations, we eval-
uate eleven metrics grouped into three conceptual
families:

• Basic strategies: simple heuristics that use no cover-
age signal. They serve as baselines, measuring the
effect of naive approaches to utilizing mutations.

• Neuron coveragemetrics:white-box approaches that
track howmany internal neurons are activated by a
test. Thesemethods, adapted from software fuzzing
for image classifiers, provide a historical reference
but are not aligned with safety outcomes.

• Violation-focused metrics: new black-box metrics
we introduce that operate directly on model inputs
and outputs, guiding the search toward diverse and
physiologically meaningful safety violations.

Table 1 summarizes all eleven metrics, which are
described in detail below. The upper categories list
the basic and neuron-based metrics used for compar-
ison, while the lower category presents our six pro-
posed violation-focused metrics.

2.3.1. Design rationale
Our goal is not to invent arbitrary metrics, but to
span the most plausible design space for coverage in
this domain. We systematically explored metrics that
operate in three spaces relevant to an encoder model:

• Input space: encouraging diverse sensory inputs,
• Feature space: encouraging diversity in latent
features,
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Table 1. Fuzzing coverage metrics used in this paper.

Basic strategies:

B-N Mutates user-provided seeds but does not add new tests to the seed set.
B-A Mutates and adds all new tests to the seed set.
B-FR Uses fully random images without mutation or a seed set.
B-local Perturbs the seed with the most violations locally to generate many similar tests.

Neuron coverage metrics (white-box):

N-NC Activates neurons exceeding a fixed threshold (Pei et al 2017).
N-KMNC Partitions each neuron’s output into K bins and tracks which are activated (Ma et al

2018).
N-NBC Tracks activations above or below neuron-specific bounds from training data (Ma

et al 2018).
N-SNAC Tracks activations that exceed the maximum seen in training data (Ma et al 2018).
N-TKNC Tracks top-K most activated neurons per layer (Ma et al 2018).

Novel violation-focused coverage metrics (black-box):

VO-KMVP Bins the proportion of violation severity (including no violation) for each
constraint.

VO-KMOC Bins each output dimension across the test set.
VO-KMVP-V Like VO-KMVP, but only considers proportions which indicate a violation.
VO-VCC Tracks which constraints have been violated at least once.
I-KMIC Bins each pixel’s value range across the input.
I-Div-approx Bins feature space from an autoencoder to approximate test diversity.

• Output and violation space: encouraging explora-
tion of stimulation patterns and safety limits.

This principled organization ensures that our pro-
posed metrics cover every meaningful axis along
which coverage-guided exploration might improve
safety testing.

2.3.2. Violation-focused metrics (our approach)
Among the new metrics, two perform consistently
best and form the core of our framework: VO-KMVP
and VO-KMOC. Both metrics quantify how much
of the model’s output space has been explored in
ways that are relevant to safety—either by testing the
severity of constraint violations (VO-KMVP) or the
diversity of stimulation outputs (VO-KMOC).

VO-KMVP quantifies how thoroughly the tests
explore the range of each safety constraint. For a
given output vector y, each safety constraint Vk can
be expressed as an inequality Vk(y) = α(y)− c⩽ 0,
where α(y) is a biophysical quantity of interest (for
example, charge density or total current) and c is the
physiological limit of that quantity. The ratio α(y)/c
is therefore a dimensionless violation proportion: val-
ues below 1 correspond to safe stimulation, while val-
ues at or above 1 indicate a violation.

Two types of constraints are considered (see
section 2.1): aggregate constraints VA that depend on
all electrodes jointly and electrode-wise constraints
VE that apply separately to each electrode i ∈ I . For
each type, the violation proportions are divided into
K equal-width bins over a range [min,max], and a bin

is considered ‘covered’ once at least one test has pro-
duced a value in that bin’s range. The coverage of a
test set S is then defined as

COV(S) =
PART(VA)+PART(VE)

K× |VA|+K× |VE| × |I|
, (7)

where

PART(VA) =
∑
v∈VA

K−1∑
k=0

×
[
∃x ∈ S :mink ⩽

αv (y)
c

<mink+1

]
,

PART(VE) =
∑
v∈VE

|I|∑
i=1

K−1∑
k=0

×
[
∃x ∈ S :mink ⩽

αi,v (y)
c

<mink+1

]
.

Here [·] denotes the Iverson bracket (equal to 1
if the condition inside is true and 0 otherwise), and
mink =min+ k(max−min)/K defines the lower
edge of bin k. Values below the minimum or above
the maximum are assigned to the outermost bins.
Intuitively, this metric rewards new tests that drive
stimulation parameters closer to the safety boundary,
helping the fuzzer find the most severe violations.

VO-KMOC complements VO-KMVP bymeasur-
ing how broadly the tests explore the model’s output
space, irrespective of whether they cause violations.
Let O denote the set of output dimensions (e.g. all

6



J. Neural Eng. 23 (2026) 026004 M Downing et al

electrode amplitudes, frequencies, and pulse widths).
For each output dimension o ∈ O, the observed range
between the minimum loo and maximum hio val-
ues across a profiling dataset is divided into K bins
with boundaries loo,k = loo + k(hio − loo)/K. A bin is
marked as covered if at least one test input x produces
an output val(x,o) within that interval:

COV(S)

=

∑
o∈O

∑K−1
k=0 [∃x ∈ S : loo,k ⩽ val(x,o)< loo,k+1]

K× |O| .

(8)

This metric rewards exploration of new amp-
litude, frequency, or pulse-duration ranges and helps
identify diverse but safe operating points. Together,
VO-KMVP and VO-KMOC balance depth (i.e. how
far into dangerous territory the model can go) and
breadth (i.e. how widely it explores the possible stim-
ulation space). Because both metrics operate dir-
ectly on physical output values, their results can
be interpreted in clinically meaningful units (e.g.
microamperes or microcoulombs/cm2).

2.3.2.1. Additional violation-focused metrics
The remaining novel metrics (VO-KMVP-V, VO-
VCC, I-KMIC, and I-Div-Approx) extend this logic
to alternative forms of diversity or constraint spe-
cificity. Their conceptual roles are listed in table 1,
and their formal definitions are provided in appendix.
All coverage scores are computed between 0 and 1,
with higher values indicating more complete
exploration of the model’s input-output-violation
space.

2.3.3. Neuron-coverage metrics (white-box baselines)
White-box coverage metrics quantify how thor-
oughly a test set activates the internal neurons
of a model. They are termed white-box because
they require direct access to the model’s internal
activations, analogous to inspecting which lines of
code were executed during a software test (Pei
et al 2017, Ma et al 2018). In contrast, our pro-
posed violation-focused metrics operate in a black-
box setting, relying only on model inputs and
outputs.

We implemented five representative white-box
metrics from prior work in deep neural network test-
ing and verification (Pei et al 2017, Ma et al 2018, Li
et al 2019, Dong et al 2020, Yang et al 2022). These
metrics remain the most widely used baselines in the
literature and therefore provide a meaningful com-
parison for our black-box, safety-driven approach.
Their names and conceptual roles are summarized in
table 1, and their mathematical definitions are given
in appendix for completeness.

In essence, these metrics assess how much of a
model’s internal computation has been exercised by
the current test set:

• Neuron Coverage (Pei et al 2017): counts howmany
neurons become active above a fixed threshold at
least once.

• K-multisection Neuron Coverage (KMNC) (Ma et al
2018): divides each neuron’s activation range into
K bins andmeasures which bins are hit, promoting
exploration of intermediate activations.

• Neuron boundary coverage (NBC) and Strong
neuron activation coverage (SNAC) (Ma et al 2018):
reward tests that drive neurons below or above
their activation limits observed during training.

• Top-K Neuron Coverage (TKNC) (Ma et al 2018):
measures how often each neuron ranks among the
K most active units within its layer.

Together, these methods represent the current state
of white-box testing in machine learning and remain
important historical baselines. They test whether
increasing the diversity of internal activations cor-
relates with externally observable safety violations.
However, as shown in prior analyses (Li et al 2019,
Dong et al 2020, Yang et al 2022, Huang et al 2024),
NeuronCoverage has limited predictive value for real-
world robustness, highlighting the need for output-
level, biophysically grounded metrics like those
introduced here.

2.4. Measurement of violation diversity
Simply tallying discovered violations gives a false
sense of progress. Consider a model that outputs
a pulse width larger than the inverse of its fre-
quency so the pulse cannot physically exist. A muta-
tion strategy can be to find one such input and
then generate thousands of tiny variations that all
trigger the same impossible pulse. The result is a
huge violation count, but no insight into the extent
of violations across model behaviors. To address
this, we measure not only how many violations are
found but how those violations are distributed in
the input feature space and across the electrode
array, so we can tell whether failures are concen-
trated, trivial to reproduce, or genuinely diverse and
actionable.

2.4.1. Input-feature diversity (geometric diversity)
Aghababaeyan et al (2023) proposed several image-
feature-based diversity metrics for analyzing classi-
fier models and showed that they correlate more
strongly with test quality and misclassification dis-
covery than Neuron Coverage alone. Among these,
geometric diversity (GD) was found to perform best.
It measures how spread out a set of images is in a
deep feature space extracted from a pretrained con-
volutional network.

Following this approach, we compute feature vec-
tors for each violating input image using the VGG16
model (Simonyan andZisserman 2014). LetF denote
the set of all extracted feature vectors, and let AF rep-
resent the matrix formed by stacking these vectors.
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The GD is defined as the determinant of the Gram
matrix AFAT

F :

GD= det
(
AFAT

F
)
. (9)

A higher determinant indicates that the feature
vectors are more linearly independent, implying that
the violating inputs occupy a broader region of fea-
ture space.

2.4.2. Violation-space diversity
While GD captures diversity in the visual input space,
it does not account for how violations are distrib-
uted across the stimulation electrodes. For prosthetic
devices, it is often more informative to ask whether
violations are localized to specific electrodes or dis-
tributed across the array. We therefore introduce
a complementary metric, violation-space diversity,
whichmeasures how violations vary across electrodes
and violation types.

For each electrode i ∈ I and each electrode-
specific constraint (here VPI and VCD), we define a
degree of violation intensity:

degreei =

{
0 αi (y)/c− 1⩽ 0,

αi (y)/c− 1 otherwise.
(10)

This quantity equals zero for safe electrodes and
increases with the severity of the violation. Because
the remaining constraints (VIC and VAE) operate
globally rather than per electrode, they are not
included directly. However, both relate to electrode
amplitudes, so we also include the raw amplitudes ai
in the analysis.

For each test, we construct a concatenated vector
of normalized values vi = [degreePI,i,degreeCD,i,ai]
across all electrodes i, resulting in a violation-space
matrix AVS of size |I|× 3. We then measure the
overall spread of these vectors across tests using the
standard deviation (STD) procedure described by
Aghababaeyan et al (2023):

STD=

∥∥∥∥∥∥
√√√√ n∑

i=1

AVS,j −µj

n
, 1⩽ j < |I|× 3

∥∥∥∥∥∥ . (11)

Here, µj is the mean of feature j across the test
set and n is the number of violating samples. A
high violation-space diversity score indicates that
violations occur with varying intensity across dif-
ferent electrodes rather than clustering in a single
region, suggesting amore thorough exploration of the
device’s safety boundaries.

Finally, because both diversity metrics are
impacted by sample size, we compute each on five
randomly selected subsets of 200 violating input/out-
put pairs and report the mean across subsets.

2.5. Experimental setup
All experiments were implemented in Python using
both PyTorch and TensorFlow frameworks with
mixed-precision inference for efficiency. Fuzzing
and coverage computations were run on high-
performance NVIDIA GPUs: an A6000 for retinal
models and an RTX 4090 for cortical models.

We evaluate each coverage strategy for an equal
wall-clock runtime to ensure fair comparison despite
differences in computational overhead. We determ-
ine the total number of evaluated inputs by scaling
the ratio between the time to execute a single test, and
compute its coverage contribution relative to the time
to execute a single test in our baseline strategies.Wall-
clock normalization allows us to consider the time
taken to evaluate new coverage of each coverage met-
ric in our comparison—a metric that is effective but
slow to compute may not be of much utility in model
testing compared to a metric that excels in speed and
brute force. We measure the time taken for a single
input test and coverage computation for each metric
to scale howmany tests it will perform in comparison
experiments.

Hyperparameters for previously published
neuron-coverage metrics were adopted from prior
work, while those for our new metrics were tuned on
short pilot runs. The goal of tuning hyperparameter
K values is to choose a K that splits up the search
space into enough distinct bins to count new behavior
as new coverage and thus explore further, without
counting every test as new coverage. Basic metrics
B-N and B-A fall at opposite ends of this spectrum—
a K value too low will function like B-N, and a K
value too high will function like B-A. We evaluate the
effectiveness of hyperparameter choices via the num-
ber and type of violations found. All model sizes,
hyperparameters, number of tests per coverage met-
ric, and code artifacts are available in the accompa-
nying repository: https://github.com/mara-downing/
safety_violation_fuzzing_visual_prostheses.

2.6. Models under test
We applied our framework to two classes of state-
of-the-art stimulus encoders representative of current
approaches in visual prosthetics: retinal and cortical
encoders. Both encoders perform an inverse mapping
from camera images to electrode stimulation para-
meters, but differ in anatomical target, output dimen-
sionality, and training objectives.

2.6.1. Retinal stimulus encoders
The retinal encoder evaluated in this work is a
deep stimulus encoder (DSE) that maps a gray-
scale image to three stimulation parameters per elec-
trode (amplitude, frequency, and pulse duration)
across a 15× 15 epiretinal array with 400µm spa-
cing (Granley et al 2023). Its objective is to gener-
ate spatially organized pulse patterns that approxim-
ate natural scene structure when viewed through a
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prosthetic. Training followed a hybrid optimization
procedure that combined image reconstruction losses
with human-in-the-loop feedback, without incorpor-
ating explicit stimulation safety constraints.

To assess how different safety-oriented design
choices influence encoder behavior, we also include
a family of DSE variants introduced by Schoinas
et al (2025): R-DSE-L (baseline), R-DSE-LPR (pulse-
duration regularization), R-DSE-LFR (frequency reg-
ularization), R-DSE-LPR+FR (joint regularization),
and R-DSE-LFC (hard frequency clipping). For all
retinal models, safety thresholds were set to ϵ1 =
0.628µC for per-electrode charge limit, ϵ2 = 6mA for
instantaneous current, and ϵ3 = 100 active electrodes.

A differentiable phosphene model provides the
forward link between electrical stimuli and pre-
dicted percepts. The version used here (Granley et al
2023) extends earlier models of epiretinal activation
(Beyeler et al 2019, Granley and Beyeler 2021) by
representing each electrode’s percept as a multivari-
ate Gaussian whose size, eccentricity, and orientation
depend on both local axon-fiber geometry and stim-
ulation parameters. This formulation incorporates
well-established dependencies of phosphene bright-
ness, size, and elongation on amplitude and frequency
(Greenwald et al 2009, Horsager et al 2009, Nanduri
et al 2012, Beyeler et al 2019). Because Gaussian cov-
ariances are tilted along the underlying axon traject-
ories, the model captures anisotropic current spread
and reproduces characteristic crescent-shaped per-
cepts observed in human users (Hou et al 2024).

Phosphene parameters are personalized using
psychophysical fits for each simulated user, enabling
realistic variation across the array. Although per-
cepts from individual electrodes are summed lin-
early, consistent with paired-electrode experiments
showing near-independent activation of spatially sep-
arated axon bundles (Hou et al 2024), the axon-
map structure introduces nonlinear spatial interac-
tions that depend on local fiber geometry. The result-
ing combination of anatomical coupling and nonlin-
ear stimulus dependence allows the model to approx-
imate how encoder outputs transform into percep-
tual brightness and shape under realistic retinal con-
straints, making it a suitable testbed for evaluating
safety violations in image-to-stimulation pipelines.

2.6.2. Cortical stimulus encoders
The cortical encoder evaluated in this study is the C-
Viseon model introduced in van der Grinten et al
(2024), which maps a target image to stimulation
amplitudes on a subset of 60 electrodes from a 96-
channel Utah array implanted in the primary visual
cortex (Normann et al 2009, Fernández et al 2021). In
contrast to the retinal encoder, frequency and pulse
duration are held constant across electrodes, which
simplifies the output space but increases the import-
ance of aggregate current constraints such as VAE and
VIC. The encoder is trained end-to-end to minimize

reconstruction error between predicted phosphenes
and the target image, without explicit safety-oriented
regularization.

To evaluate how architectural and loss-design
choices influence safety, we include two variants from
van der Grinten et al (2024): C-Viseon (baseline with
no inter-electrode interaction), C-ViseonCL (adds a
co-localization loss that penalizes activation of adja-
cent electrodes), and C-ViseonCOA (incorporates an
explicit coactivation model that increases effective
current when neighboring electrodes are active). All
models assume a 10× 10 Utah-array layout with
0.4mm electrode spacing, consistent with human V1
implants.

Safety limits were set to ϵ1 = 20.4nC, ϵ2 =
3.6mA, and ϵ3 = 30 active electrodes. These val-
ues match published human data from Utah-array
stimulation studies (Fernández and Normann 2016,
Fernandez 2018, Chen et al 2020, Fernández et al
2021, Moure et al 2025) and reflect conservative
thresholds for safe operation in cortical implants.

2.6.3. Evaluation protocol
For each encoder, an input image x ∈ Rd ismapped to
a stimulation vector y=M(x). For retinal models, y
includes frequency, amplitude, and pulse duration at
each electrode. For cortical models, y consists of per-
electrode amplitudes only.

All experiments report averages across three sim-
ulated users and six seed sets. Seed sets include
three images drawn from each model’s training dis-
tribution and three images from ImageNet (Deng
et al 2009) to evaluate generalization. A summary
of all model variants is provided in table 2, with
full architectures linked in the accompanying GitHub
repository.

3. Results

We evaluate the proposed CGF framework on both
retinal and cortical visual prosthesis encoders intro-
duced in section 2.6. For each model class, we com-
pare all coverage strategies in terms of the number
and diversity of safety violations uncovered.

Each fuzzing run begins with a set of seed
images: across six tests of each coverage metric, three
have seed sets drawn from the model’s own train-
ing dataset, and three have seed sets drawn from
ImageNet (Deng et al 2009). These ImageNet seed sets
constitute real-world, out-of-distribution inputs to
themodels. Seeds are iterativelymutated according to
the selected coverage strategy (section 2.2), producing
candidate images that are passed through the encoder
to generate stimulation parameters y=M(x). These
outputs are then evaluated against the safety con-
straints defined in section 2.1, and the process is con-
tinued until a fixed number of test cases have been
evaluated. For every coverage metric, we quantified
both (i) the total number of unique safety violations
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Table 2. Overview of models.

Model Specifics Validation Loss

R-DSE Retinal deep stimulus encoder (Granley et al 2023). 0.0500∗

R-DSE-L R-DSE with larger training data and pulse duration modulating
amplitude (Granley et al 2023, Schoinas et al 2025).

0.0625

R-DSE-LPR R-DSE-L architecture with L2 pulse duration regularization. 0.0703
R-DSE-LFR R-DSE-L architecture with L2 frequency regularization. 0.0537
R-DSE-LPR+FR R-DSE-L architecture with L2 pulse duration and frequency

regularization.
0.0592

R-DSE-LFC R-DSE-L architecture with frequency clipping. 0.0628

C-Viseon Cortical deep stimulus encoder (van der Grinten et al 2024) 0.074
C-ViseonCL C-Viseon trained to minimize activation of neighboring electrodes (van

der Grinten et al 2024).
0.083

C-ViseonCOA C-Viseon trained assuming each active electrode amplifies active
electrodes nearby (van der Grinten et al 2024).

0.088

Figure 2. Fuzzing strategy comparison scatterplot for retinal models. Y-axis: number of violations found, normalized using linear
normalization to a [0–1] range; x-axis: normalized combined diversity score (also using linear normalization to a [0–1] range).
Each datapoint is the average of six tests, each with a different seed set, and error bars on the three best metrics show the standard
error. Our metrics are shown in green, with our two best VO-KMVP and VO-KMOC highlighted in dark green. Neuron coverage
metrics are shown in purple, and basic metrics in red.

discovered and (ii) the diversity of those violations
across input features and electrodes (section 2.4).

Results for the retinal encoders are shown in
figures 2 and 3, and results for the cortical encoders in
figures 4 and 5. Each point in figures 2 and 4 repres-
ents the mean across simulated participants and seed
sets. Error bars show the standard error for the top
three options.

For the retinal models, figure 2 plots the number
of violations discovered (y-axis) against a combined
diversity score (x-axis), while figure 3 presents the
same data as a normalized composite score, equally
weighting violations and diversity to highlight the
best-performing metrics on a shared scale. Due to it
being an outlier, we omit the B-Local basic metric,
which yields a normalized combined violation score
of 1.60 and a diversity score of−0.78.

Results for the cortical models follow the same
format (figures 4 and 5), where B-Local again pro-
duces an extreme imbalance between violation count
and diversity (violation score 2.80, diversity−0.94).

Across both model families, violation-output
coverage metrics (particularly VO-KMVP and
VO-KMOC) discover more unique and spatially dis-
tributed violations than random or neuron-coverage
baselines. Their joint optimization of severity and
output-space breadth yields higher diversity without
overproducing trivial variants, indicating that CGF
can expose clinically relevant failure modes in com-
plex neurostimulation models.

In figures 3 and 5 we include an extra bar to
indicate how conventional testing compares when
evaluated with the same criteria and normaliz-
ation procedure—this conventional testing util-
izes only the available test set for each model—
the same set on which validation loss is com-
puted. For both retinal and cortical models, the
total number of violations findable is lower than
with fuzzing, as expected, as conventional test-
ing does not include a mutation approach to
add new testable inputs once those available are
exhausted.
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Figure 3. Fuzzing strategy comparison by combined violation and diversity score for retinal models. Each bar represents an aver-
age of normalized violations and normalized diversity score (with the linear normalization shown in figure 2), equally weighted.
Each bar is the average of six tests, each with a different seed set, and error bars on the three best metrics show the standard error.
Our metrics are shown in green, with our two best VO-KMVP and VO-KMOC highlighted in dark green. Neuron coverage met-
rics are shown in purple, and basic metrics in red. Conventional testing (model test set with no mutations) is shown in blue.

Figure 4. Fuzzing strategy comparison scatterplot for cortical models. Y-axis: number of violations found, normalized using
linear normalization to a [0–1] range; x-axis: normalized combined diversity score (also using linear normalization to a [0–1]
range). Each datapoint is the average of six tests, each with a different seed set, and error bars on the three best metrics show the
standard error. Our metrics are shown in green, with our two best VO-KMVP and VO-KMOC highlighted in dark green. Neuron
coverage metrics are shown in purple, and basic metrics in red.

For the corticalmodel, conventional testing shows
good GD over the input feature space but worse
violation space diversity than both VO-KMOC and
VO-KMVP coveragemetrics, as it did not include any
method of forcing the search to find new output or
violation values. The better GD on the input feature
space is to be expected, as this measures the diversity
of features in the input images.

For the retinalmodel, conventional testingmissed
one key discovery which our fuzzing is able to
capture—the existence of VPI violations. Not one of
the 10 000 test images produced a VPI violation with
the retinal model, which could lead a developer to
believe that the model was successful in preventing
these violations, despite our fuzzing results clearly
indicating these are possible. Conventional testing
thus had low violation space diversity (lower than

every other tested strategy except B-Local) and GD of
its input feature space lower than that of N-NC, N-
SNAC, B-A, and VO-KMOC.

As some patients may have lower thresholds for
their own personal comfort or safety, we compute
combined violation and diversity scores for the top
three metrics, top basic metric, and top Neuron
Coverage metric under modest lowering of each ϵ
threshold value. Results are shown in table 3 for ret-
inal and table 4 for cortical. For the cortical results,
the top basic metric is in the top three metrics so only
four metrics are analyzed.

In all cases, the results are in line with our results
using unperturbed epsilon threshold values, and rel-
ativemetric rankings remain the same. As these scores
are normalized with the same procedure as figures 3
and 5, values above 1 are possible—lowering safety
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Figure 5. Fuzzing strategy comparison by combined violation and diversity score for cortical models. Each bar represents an aver-
age of normalized violations and normalized diversity score (with the linear normalization shown in figure 4), equally weighted.
Each bar is the average of six tests, each with a different seed set, and error bars on the three best metrics show the standard error.
Our metrics are shown in green, with our two best VO-KMVP and VO-KMOC highlighted in dark green. Neuron coverage met-
rics are shown in purple, and basic metrics in red. Conventional testing (model test set with no mutations) is shown in blue.

Table 3. Combined normalized violation count and diversity score for retinal models under ϵ threshold perturbations. The top two
metrics for each test, measured by combined violation and diversity score, are in bold.

Perturbation VO-KMVP VO-KMOC VO-KMVP-V B-FR N-NC

ϵ1 reduced 10% 0.9844 0.8172 0.5798 0.4915 0.3208
ϵ2 reduced 10% 0.9677 0.8277 0.5924 0.5008 0.3232
ϵ3 reduced 10% 0.9326 0.8131 0.6175 0.4982 0.3249

Table 4. Combined normalized violation count and diversity score for retinal models under ϵ threshold perturbations. The top two
metrics for each test, measured by combined violation and diversity score, are in bold.

Perturbation VO-KMOC VO-KMVP B-A N-NC

ϵ1 reduced 10% 0.9258 0.9164 0.9053 0.4127
ϵ2 reduced 10% 1.0146 0.9320 0.9269 0.4013
ϵ3 reduced 10% 0.9662 0.9403 0.8970 0.3999

threshold values can allow for higher violation counts
than seen in the unperturbed threshold experiments.

3.1. Violation discovery for model selection
We next examine how violation-focused fuzzing can
differentiate models trained with varying degrees of
safety regularization. Six retinal encoders and three
cortical encoders were tested using the VO-KMVP
metric under identical conditions (table 2). Each
model shared the same architecture but differed in
regularization terms, clipping strategies, or addi-
tional loss components designed to reduce unsafe
stimulation.

Figure 6 summarizes the total number of viola-
tions discovered for each model and constraint type
(VPI, VCD, VIC, VAE). Models with explicit loss pen-
alties on pulse duration or frequency (R-DSE-LPR,
R-DSE-LFR, R-DSE-LPR+FR) consistently reduced the
number of violations compared to the baseline R-
DSE-L model, while simple frequency clipping (R-
DSE-LFC) achieved the largest overall reduction in
VPI violations. However, improvements were not

always without penalty; for instance, regularizing
pulse width and frequency (R-DSE-LPR+FR) resul-
ted in lower VPI violations but higher VCD viola-
tions than the R-DSE-L model, and regularizing just
pulse width (R-DSE-LPR) resulted in lower VCD viol-
ations but higher VIC violations. The unregularized
R-DSEmodel produced catastrophic outputs, exceed-
ing 500 000 combinedVPI andVCD events, and is thus
omitted from figure 6.

For cortical encoders, coactivation-aware
and lateral-inhibition models (C-ViseonCOA, C-
ViseonCL) lowered the rate of overstimulation viol-
ations (VAE) relative to the base C-Viseon model,
but none fully eliminated unsafe conditions. Cortical
models showed lower counts of VIC violations than
retinal models and zero VPI violations, but higher
counts of VCD violations and VAE violations. Across
both retinal and cortical architectures, the fuzzing
framework successfully exposed violations that were
not apparent from training or validation loss alone,
illustrating its potential as a quantitative benchmark
for model comparison.
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Figure 6. Bar charts of violations found and validation loss for each trained model variant (described in table 2). Left: retinal
models; Right: cortical models. VCD and VIC violations are present in both retinal and cortical models, but VPI violations are only
shown for retinal (impossible in cortical) and VAE violations are only shown for cortical (not discovered in retinal).

Figure 7. Violation counts (y-axis) plotted against validation loss (x-axis) for retinal models. Each plot shows a different type of
violation (or the sum of all three discovered types for the model) on the y-axis, with color corresponding to the type of violation
as denoted in figure 6. In some cases (ex. VIC violation count) the models with fewer violations tend to have lower validation loss,
whereas in other cases (ex. VCD violation count) the models with fewer violations tend to have higher validation loss.

When considering the tradeoff between safety and
perceptual fidelity, we can see in figure 6 that this is
not a simple mapping—under some training criteria,
a model can show improvements in perceptual fidel-
ity and safety (for example, R-DSE-LFR) and in other
cases a safety improvement may come at the cost of
perceptual fidelity or vice versa. We demonstrate in
figure 7 that this tradeoff can differ by violation type
as well (plotted with retinal models, as this allows
5 points for comparison), as VIC violations on the
whole show improvement with lower validation loss,
opposite ofVCD violations. Our framework allows for
this investigation and comparison, which is essential
to future work in the field improving model archi-
tecture and training both for perceptual fidelity and
safety.

3.2. Severity of violations
While comparing the count of safety violations is
meaningful under the current medical and FDA
regulated understanding of visual prosthesis safety,
our approach can also be used to distinguish the
degree to which these violations occur—metrics VO-
KMVP and VO-KMOC as well as our violation space
diversity metric utilize this degree in their calcula-
tions. We provide figure 8 to visualize this spread
on the base cortical model C-Viseon, with separ-
ations for possible marginal, moderate, and cata-
strophic violation severity levels. The exact distinc-
tions between and the dangerous effects caused at
each level are not known clinically at this time.

For whole-input (VA) violation types we see that
higher severity violations are less common, whereas
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Figure 8. Prevalence of VCD, VIC, and VAE violations by severity level for a patient using the C-Viseon cortical model. The lightest
color indicates sample marginal violation levels, medium color moderate (corresponding to the type of violation as denoted in
figure 6), and the darkest color indicates catastrophic safety violations. We make the distinction that 5% over the safety limit
separates marginal from moderate, and 30% over the safety limit separates moderate from catastrophic. Due to the model design,
there are no VCD violations in this catastrophic category.

forVCD violations we can see that when an individual
electrode has a violation, it is more likely at the max-
imum level allowed by the model—these models are
capped at 21.76 nC.

4. Discussion

This study introduces a CGF framework (Chen et al
2018) for systematically uncovering output-level viol-
ations in machine-learning models for neural stim-
ulation. By formalizing domain-specific inequality
constraints and defining violation-output coverage
metrics, we provide a quantitative method to test
whether trained models respect physiological limits
under diverse and perturbed inputs. Applied to deep
stimulus encoders for retinal and cortical visual pros-
theses (Granley et al 2023, van der Grinten et al 2024),
the framework identified unsafe stimulation patterns
that conventional loss functions and validation met-
rics failed to expose.

4.1. Violation-focused fuzzing reveals hidden
failure modes
Across both prosthesis types, violation-output cover-
age metrics (VO-KMVP and VO-KMOC) provided
the most informative search signals. By quantifying
exploration directly in the space of stimulation out-
puts, they enable black-box evaluation of trained
encoders without requiring architectural access or
inspection of internal activations. These metrics con-
sistently uncovered a broader and more diverse
set of violations than neuron-coverage or random
baselines, demonstrating that safety can be assessed
as an observable property of the input–output map-
ping itself.

Because the violations are expressed in physical
units, the results can be interpreted in terms of quant-
ities that matter clinically, such as charge density,
instantaneous current, and the number of active elec-
trodes. Framing safety in these domain-relevant units

allows direct comparison against established biophys-
ical limits and provides a clear link between model
behavior and known failure modes in implantable
systems.

Taken together, these results show that violation-
guided fuzzing offers a practical and quantitative
approach for identifying unsafe operating regimes in
ML-driven neurostimulation.

4.2. Retinal and cortical insights
For epiretinal encoders (Granley et al 2023), fuzz-
ing revealed that models optimized for perceptual
fidelity can still generate physically impossible or
unsafe pulses when exposed to out-of-distribution
inputs. Frequency regularizationmitigated these viol-
ations, while duration penalties alone had limited
effect, highlighting the nonlinear coupling between
pulse width and frequency in charge accumula-
tion (Horsager et al 2011, Nanduri et al 2012, Ghaffari
et al 2020, Hou et al 2024).

In cortical encoders (van der Grinten et al 2024),
loss terms discouraging co-activation of neighbor-
ing electrodes improved safety margins by reducing
total current and the number of simultaneously act-
ive sites, consistent with intracortical studies of spa-
tial interference and excitability (Chen et al 2020,
Fernández et al 2021, Moure et al 2025). Conversely,
models that explicitly incorporated current-spread or
interaction terms inspired by experimental findings
on crosstalk and waveform asymmetries (Wilke et al
2011, Haji Ghaffari 2021, Yücel et al 2022) tended to
amplify unsafe amplitudes.

These results show that even biologically motiv-
ated modeling choices can introduce new risks if not
empirically verified, underscoring the need for sys-
tematic post-training validation rather than reliance
on training objectives or validation loss alone.

Our framework goes beyond stress testing: it
can serve as a tool for model selection, diagnostic
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analysis, and safety-aware refinement. As shown in
figure 6, violation fuzzing enables comparative eval-
uation of training strategies and can guide iterative
improvements. For example, we demonstrate how
targeted regularization reduces violations without
degrading accuracy. This supports developers in
choosing architectures or loss functions that not
only perform well but also respect safety con-
straints. These discovered weaknesses could then be
used in combination with conventional perform-
ance metrics to inform modifications to regulariz-
ation, architecture, or training strategies, in order
to iteratively, manually, produce better versions of
the model.

4.3. Toward principled model validation
Violation-guided fuzzing reframes safety evaluation
as an empirical and reproducible testing process
rather than an indirect training objective. It enables
quantitative comparison of architectures, regulariz-
ation schemes, and constraint formulations under
identical conditions, offering interpretable robustness
measures that complement perceptual or reconstruc-
tion metrics. This perspective is particularly relevant
for implantable neurotechnologies, where reliability
depends not only on performance but also on demon-
strable adherence to physiological limits (Shannon
1992, Merrill et al 2005). At the same time, long-
term usability and trust strongly influence whether
implant recipients rely on their devices in everyday
life (Nadolskis et al 2024). Integrating physiological
validation with real-world user experience is there-
fore critical to translating engineering progress into
functional benefit.

Prior work that invokes ‘safety’ in ML-driven
neurostimulation has treated it synonymously
with minimizing delivered current or charge dur-
ing optimization (Shah and Chichilnisky 2020,
Küçükoğlu et al 2025, Willis et al 2025). While such
regularization can reduce mean output power, it
does not verify that trained models remain within
physiological limits once deployed, particularly under
novel or perturbed inputs. Our findings show that
aggregate or spatially localized violations can still
arise from complex pulse interactions even when
average current is minimized. By empirically test-
ing deployed encoders and quantifying both the fre-
quency and severity of violations, our framework
complements these loss-based efforts and establishes
a foundation for evidence-based safety benchmark-
ing, which is a necessary step toward regulatory
approval and ethical deployment of adaptive neural
interfaces. Beyond compliance, ensuring demon-
strable safety and reliability is an ethical imperat-
ive for responsible neurotechnology and AI gov-
ernance (Yuste et al 2017).

4.4. Limitations and future directions
The present study establishes a foundation for
systematic, output-level safety evaluation, yet several
natural extensions remain.

Our experiments rely on simulation-based
encoders and safety thresholds derived from pub-
lished device specifications, which provide a
controlled and reproducible testbed. The next
step is hardware-in-the-loop validation, where
electrode impedance, charge-transfer efficiency,
thermal load, and long-term tissue response
can be incorporated directly into the testing
pipeline (Fernandez 2018). Integrating these
physiological factors will enable more comprehens-
ive assessments, and using violation feedback as
a differentiable signal during training may allow
joint optimization of perceptual fidelity and safety
compliance.

Beyond the biophysics of stimulation, functional
outcomes in prosthetic vision depend on cortical
plasticity and perceptual learning (Beyeler et al 2017,
Lunghi et al 2019, Caravaca-Rodriguez et al 2022,
Esquenazi et al 2025). Extending violation analysis
to include these neural and behavioral constraints
could yield a more holistic framework that links
device safety to perceptual outcomes and long-term
usability.

Although this study focused on visual pros-
theses, the same methodology applies to other
neuromodulatory systems which might use model-
generated stimulation parameters such as deep-
brain, spinal, and vagus-nerve stimulators (Little et al
2013, Okorokova et al 2018, Rao 2019, Drakopoulos
and Verhulst 2023). As neuroprosthetic systems
become increasingly autonomous and incorpor-
ate co-adaptive or reinforcement-learning compon-
ents (Little et al 2013, Shenoy and Carmena 2014,
Shanechi et al 2017, Rao 2019), output-level safety
validation will be essential for closed-loop opera-
tion (Grani et al 2022, Beyeler 2025, Moure et al
2025). For applications where electrical stimula-
tion is varied over time and violations are a result
of a sequence of stimulations, mutation options
may need to be modified but our overall CGF
framework and coverage metrics can be applied
directly.

By grounding evaluation in measurable, domain-
specific constraints, violation-focused fuzzing
provides a bridge between algorithmic innova-
tion and clinical reliability. As intelligent neuro-
technologies advance toward adaptive and closed-
loop operation, such frameworks will be vital not
only for improving device performance but also
for ensuring ethical, trustworthy, and regulatory
confidence in next-generation neural interfaces
(Yuste et al 2017).
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5. Conclusions

This work introduces violation-focused fuzzing
as a systematic approach to evaluating the safety
of machine-learning-based neural stimulation. By
transforming safety from a training heuristic into
an empirically measurable property, this framework
enables reproducible benchmarking across architec-
tures and regularization schemes and presents two
highly effective coverage metrics for this measure-
ment. Applied to deep stimulus encoders for the ret-
ina and visual cortex, it uncovers unsafe behaviors
invisible to traditional validation metrics and estab-
lishes a quantitative basis for model certification.
As neuroprosthetic systems advance toward adapt-
ive, closed-loop operation, principled safety testing
is essential to ensure both functional reliability and
long-term patient trust.
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Appendix. Additional violation-focused
coverage metrics

A.1. VO-KMVP-V
K-multisection violation proportion (only Violation)
coverage uses the same strategy as VO-KMVP, with
the caveat that new coverage is only valid if the new
coverage is in a bin indicating a violation (α(y)/c⩾ 1
or αi(y)/c⩾ 1).

A.2. VO-VCC
Violation constraint coverage uses the same strategy as
VO-KMVP, withK = 2 andmax = 2,which results in
a coverage computation where the bins indicate pres-
ence or absence of violation but not its degree.

A.3. I-KMIC
K-multisection input coverage splits each pixel’s value
range into K equal-size bins. LetP be the set of pixels
in the input image and let min and max be the upper
and lower valid pixel values. Let mink =min+ k×
(max−min)/K, then

COV(S)

=
Σp∈PΣ

K−1
k=0 [∃x ∈ S . mink ⩽ val(x,p)<mink+1]

K× |P| .

(12)

A.4. I-Div-Approx
Diversity Approximation coverage computation
begins with a profiling step similar to N-KMNC, N-
NBC, and N-SNAC, in which the model is executed
on a set of input data to determine high and low
values for each feature in the input-diversity fea-
ture vector. Next, each feature’s range is split into
K equal-sized bins. Output values that fall outside
the expected range are marked in the highest or low-
est bin, depending on whether they are above or
below the range. Let F be the set of features in the
feature vector and let lof,k = lof + k× (hif − lof)/K,
then:

COV(S)

=
Σf∈FΣ

K−1
k=0

[
∃x ∈ S . lof,k ⩽ val(x, f)< lof,k+1

]
K× |F|

(13)

with the caveat that lof,0 ⩽ val(x, f) and lof,K−1 >
val(x, f) always evaluate to true (values above or below
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the range [lof, hif] are counted as coverage in the
lowest or highest available bin).

A.5. N-NC
NC (Pei et al 2017) defines an activation condition for
each neuron (if the neuron’s value is greater than or
equal to a threshold t) and for each test case x com-
putes which of the neurons inN have been activated
by running that test case:

COV(S)

=
Σn∈N [∃x ∈ S . val(x,n)⩾ t]

|N |
. (14)

Recall that [expr] returns 1 if expr evaluates to true,
otherwise it returns 0.

A.6. N-KMNC
KMNC (Ma et al 2018) partitions each neuron’s value
range [lon,hin] into K equal-size bins. Let lon,k =
lon + k× (hin − lon)/K, then:

COV(S)

=
Σn∈NΣK−1

k=0 [∃x ∈ S . lon,k ⩽ val(x,n)< lon,k+1]

K× |N |
.

(15)

Note that in N-KMNC coverage, neuron values out-
side of the range [lon,hin] are ignored.

A.7. N-NBC
NBC (Ma et al 2018) also uses lon and hin, but con-
trary to N-KMNC, it measures the number of neur-
ons that take values above hin and below lon:

COV(S) =
Σn∈N ([∃x ∈ S.val(x,n)< lon] + [∃x ∈ S . val(x,n)> hin])

2× |N |
. (16)

A.8. N-SNAC
SNAC (Ma et al 2018) uses only hin and measures the
number of neurons with values above hin:

COV(S) =
Σn∈N [∃x ∈ S . val(x,n)> hin]

|N |
. (17)

A.9. N-TKNC
TKNC (Ma et al 2018) tracks which K neurons have
the highest values per layer when executing with a test
case x. Let top(n,x,K) denote the set of K neurons
in the same layer as neuron n which have the K top
(highest) values in that layer for test input x, then:

COV(S) =
Σn∈N [∃x ∈ S . n ∈ top(n,x,K)]

|N |
(18)
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